OcHOBHble cnocobbil
coBepLueHUA KnbepnpecrynneHumn



CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH

3a 2023 - 2,6 mnH. pybnen nop-rpe-r WEPT
3a 2024 — 6onee 1,4 mnH. pybnen
KubepnpecrynH

ExxeHepenbHo okono 380 npectynneHumn

o
TpeTbAa yacTb pernuctpupyerca 8 MMUHcCKe c AREHLMHbI (GOA’
Cambim BO3pacTHbIM NoTepnesLwnm no 86 ner, ot 31 po 45 net ’

OHW YCTaHOBWUJIU NPUNOKEHUNE

A TpyooycTpoeHsbi

C Bbiclwwm obpasoBaHmem (40%)

Kon-so npecTyniieHuit 8 cTpaHe

30000

Cnocobbl coBepLieHuns
20000 — 18321 MoweHHnyectsa 60%
15000 o | XULWeHna nmyLectsa, nytem moamdpukaumm komn. uHd. 30%
10000 - I I He3akoHHbIM 060poT cpeacTs nnatexa 4,1%
5000 oo aamy g1 3099 HecaHKUMOHMPOBAHHbLIN AOCTYN, YHUYTOXKEHWUE,
N B I 6n1oKknposaHme, moanduKkaumna n nuoie 3,9%

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 BbIMOI-aTeanTBa 3 3%
?
3aBegoMoO NoXHoe coobleHmne o6 onacHoctn 1,6%



MHTEepHEeT-MOLEHHNYECTBA U XULLLEEHUS C UCMOfb30BAaHUEM CETU
NHTepHeT cocTaBnaoT bonee 90% oT Bcex KnbepnpecTynneHnn

Peknama B MecceHpXxepax,
coobOLleHue B coLceTsax

Bnagenbubl camMu nepeBogsaT
OeHblM 3a HecyLeCcTBYOLWMA ToBap,
aosepss pekname B VIHTepHeTe,
N nocrie coodbuweHnst (TEKCTOBOro
NIIN rOyI0COBOr0) C NPOCLOON
POACTBEHHUKA UMW 3HAKOMOIO N3
coumanbHOWU CeTH..

JocTyn K akKkayHTy

[Nocne 3aBnageHnsa oaHUM
aKKayHTOM MOLLEHHUKM C HErO
paccbinarT APYrMM KOHTaKTam

chenkoBble rofiocoBbIE UMKN

TEKCTOBble COObLLEHNSA C
npocbbon NepeBeCTU OEHLI.

NEPE-
BOL

AKKA-
YHT

OEHbI'U

3BO-
HOK

OAH-
HbIE

3BOHOK B MecceHaxepe

MoweHHUKN npeacTaBnsaoTCs
COTPYOHUKaMU
NpPaBOOXPaHUTENBbHLIX OPraHoB,
GaHKOBCKUX OpraHmn3aLuum,
paboTHMKaamMmn onepaTopoB CBA3MN,
POOCTBEHHUKAMM.

Y6exagarT yCTaHOBUTb
nporpammHoe obecneveHue,
NONy4YNTb KPeauT, NepeBECTUN AEHbIN
Ha «3allULLEHHbIA CYETY.

NMony4yeHue nepcoHanbHbIX
AaHHbIX

OUNLLUNHIT nogaenbHble canTbl
BGaHKOB, KpMNTOOMPXK Nnn
MOBUIbHbIE NPUNOXEHNS
onepaTtopoB CBA3MN.

[Tony4mB NNYHbLIE JAHHbIE NN
OEHbIN, MNOXULLLAKT UX.



CyTb CXeMb

MoLLEeHHMKM NpeacTaBnsanTCsa COTPYAHNKaAMM
NpaBOOXPaHUTENbHbIX OpraHoB, PaboTHMUKaMM
GaHka, onepaTopoB CBA3W UITM FOCOPraHoB.

|/|CI'IOJ'Ib3yI-OT NCNXOJ10r’M4eckKmne yrnoBkKu, UrpatroT Ha

YyyBCTBaX, CHa4arna yrpoxatoT unm coobLLatoT o
npobneme, NOTOM npeasiaratoT NOMOLLb B ee
peLLEeHUMN.

YbexaatoT yCTaHOBUTb NporpamMmHoe
obecneyeHne v nepegaTb Ko perncrtpaunm, unm
NoNy4YnTb KPeauT 1 NepeBecTn AeHbIV Ha
“3alUULLEHHbIN” CYET.

BB
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3abnoxuposats LobaguTb
: l{-\_‘! O[H
, RO6PbIA AeHb.

[No6pbii

e St
1 Kax obcrosaT Bawm nena?

Xopowo

Bbl no kakomy Bonpocy?

C samu csasanca?

Her. f1 He 3HaI0,KTO 3TO

Ceiyac NpoxoauT NPOBepKa Haluein
OPraHn3aumny, KT0-T0 U3 COTPYAHUKOB
NOAO3PEBALTCA B CNOHCUPOBAHUK
TeppPOp13Ma, Kakue-TO Nepesoabl, Cam
TONKOM HMYEro He NoHaN, ¢ Bamu byner
CBA3LIBATLCR
3TO COTPYAHMK

. Gyaer
3a0aBaTh BONPOChHI HA KOTOPbIE HYXHO
OTBETUTD.

[eno cepbéaHoe, NpUeaXany nioau 13
KoMMTETa, Npocbba HUKOMY 13
COTRYAHMKOB He coobWaTeh AaHHYIo
MHpOopMaLMIO, KOMY HYXHO cooBwmTh
cAaenato 310 IMYHO. Koraa oH € BaMu
CBAXKETCA - coobwuTe MHe, Xopowo?

WpuHa Hukonaesa o

9 pempans
HaTtanbs HukonaesHa, L06PbIA ASHb.

Jo6pbiit aexb, UpuHa BnagummuposHa.
14:30 &

Kak o6cToaT Bawwm gena?

Bce HopmanbHo. YTo-T0 cnyynnock?
1442 W

9710 3amevarenbHo, ¢ BaMu Hosal
CBA3bIBANCA?

He NoMHI0 TaKoro...aTo KT0 Takon? 1445 o

Ceiyac npoxoauT npoBepKa Hallero
y4e6Horo 3aBefieHuns, KTO-T0 U3
COTPYAHWKOB NOAO3pEBaeTcs B
CNOHCUMPOBAHUM TEPPOPU3Ma, KaKWUe-To
nepeBofbl, Cama TONIKOM HUYEro He
noxHana. MNMoka nonpowuy Konneram HUYero
He roBopuTb. KoMy HyXXHO ByAeT coobLnTb
- cAenaro 3To NIMYHO.

C Bamu cBaxeTcA HoBaw Anekcen
BnagumupoBuy, aTo coTpyaHuk KI'K
KOTOPbI# 3aHUMAETCA 3TUM AenoMm. byaert
3ajjaBaTb BONPOCHL.

0O, Boru! Kakue nepesogbi? Xopowo..
14:48 &

Koraa no3BoHAT, COOBLIMUTE MHE.

20:40 (C0208) o - : il 27% 4

« @ ~rryp £y

B CeTn

Mpueet 5030

H 3aBTpa BepHy
EcTb 2030
3auem Te6e? ;030
Cnacubo

Ja MHe onnaTuTb Hafao, a Ha KapTe
HWUYero Het

5208 1300 0020 2063

fl 3a KOMUCCHIO BEPHY

Ha komMuccuio nopur ;931 o2

Hanuwm kak npuayT 2031 &

Be- [T

Mepenoa ¢ kapTe: Ha KapTy




Utobbl HE CTAT
KnbepnpecTynHuKa,
KaK MOMHO paHblue

SAKOHYUTE PA3IosopP
C HeN3BeCTHbIM INLLOM
DeACcTaBUCS




CyTb CXEMbI

MoLleHHMKM co3aatoT noaaerbHble
canTbl KpUNTOOUPXK UMK
MHBECTULIMOHHBLIX NNaTopm.

Pa3mewiatot peknamy B VIHTepHeTe.

MoabICKMBAOT 3aMHTEPECOBAHHBIX B 3BOHOK OT KypaTopa (Tpenaepa)
NaccyBHOM [OXOAE Ntoaei, roToBbIX C NPEANOKEHNEM B/IOKUTD

. neHbrM B MHBECTULMMK. MHoraa
BJI1OXNTb pea e e enkKoBvHO o
pearnbHble AGHbI B EVkoBy MOXeT 6bITb NO MOBUJIBHOM CBA3MN.
BMpxy, 9Kobbl Mo «PyKOBOACTBOM

KypaTtopan.
Ha nene okasbiBaeTcs, YTo 3apaboTok,
BUOMMbIV HaA 9KpaHe, BCEro NnLb
HapUCOBAaHHbIW.

OTK/AMK Ha peknamy 1 3anosiHeHue
dopmbl 0bpaTHOM CBA3MN.

[Mpu NnonbITKe BbIBOAA AEHET C bUpHKMU
HEeobxoAMMO ONaTUTb B3HOCHI,
HaN0rM, KOMUCCUIO, MOLLNANHY

N MPoYMe NNATEKMN.

Nerkunx neHer HE BbIBAET.
Peknama nHeBectuuuimn pabotaet
No NPUHUMNY oMHAHCOBOW NMpamMnabl.




[MPUMEPbLI NOAAE/TbHBIX MJTATGOPM

0.00USD 000USD 0.00USD
= -

AUDCAD ~ 3 e = e s ¢ B « AUDCAD X

Moyemy 3TO BbIrOOHO Y10 HY>XHO cgenaTh, 4Tobbl HauaTb

O&wem (Nor)
- o + |G ONA obbIYHBIX rpaXaaH 3apabaTuiBaTb c FTaanpom MHBecCT yxe
- -
e | I 'LEEY cenyac?
n- 1} o 11] | [ ™1 JuaumTentsxan npubisne npr
l l o MAHAM 3MEHED PRCKEX 3EpErNCTPMPOEATLCA HE A3HHOM CHTE B (hopMe Exiwe
1000.00 AUD JowaTeCA 3B0HKE OT KOHCYTETEHTE EoMNEHAM [E3znpou MiKEECT B NOITEERIMTE
1206X00MMaR MADX $6.5617 PESRCIISLING
OniH K3 CAMHX NOXDOHEY 3ETHEDE
e - BuiSpaTh WENSEMYH: CYMMY H3 CHET A yae wepes 30 QHel NonyusTs NEPEsA oo

OTKPBITHIE N0V QD i ELicTpLs BLIB0R CRERCTE HA MKGYI0 KIpTY
v+  EeeMAcod Bakka GEenapyci

0.00USD 000USD 0.00USD 0.00USD 0.00 USD ouso oM
Vbl NpEHANA PELISHRE OTKPEITE S0 E
AUDCAD ¥ AUDCAD rpaxnas Benapyew, nockonsky sTo ans
aznpowa, Tax M anA Senopyccos.

Neno & TOM, UTO H3 JEHHLIN MOMEKT POCCHRCENK 33
CT2HOEWTCA CaMuit BOCTRED0E3HHEM H3 MWPOEOM paiHKE. Bo
BCEX CTPSHIY MWPE CTREMHETENLHO PACTET CNPOT K3 Bro
nokyny. (o ST NPAUMKE MEl PELINK YESMMUUTE CObeME:
NPOMEEQACTES rE28 & 4 PE23 ¥ NPWENEYE NKOEA CO BCed
BEnspycH B E3UECTES WHESCTOROS.

rDCIGDI'II:l'Y UEHB HA raz DEI;I-IEC BeicTpo MEHRAKTCA, ECE, KTO
YMSCTEYHIT B NpoekTax TE3NpoME, NOMYNEHT B CREIHEM No
5800-58,500 noxopa SHEMECAUHD.

OTKPHITHIE NOJHLMM



CyTb CXeMb

MoOLLUEeHHMKM CO34at0T akkayHTbl B COLICETAX U Ha
TOProBbIX NroLlaaKkax.

by.konfiskat

37 20,5 TbIC. 0

My6nnkaummn MNognncumkn MOANUCKM

PasmeLwiatoT poTo TOBapa no 3aHMKXEHHOM CTOMMOCTW.

|/| noa p83ﬂVI‘-IHbIMl/I I'Ipe,D,J'IOI'aMI/I y6e>|<,u,a+0T I'IepeBeCTI/I
OEHEeXHble cpeacTBa B Ka4ecTBe MOJSIHOM UMM YaCTUYHON
l'Ipe,D,OI'IJ'IaTbI.

OT3abisbl OT3biBbI Noctaska Bwuaeoortswl... Mecrto
I'IpOBepre CyLLl,eCTBOBaHl/Ie Mara3mHa, no3BOHUB NO
Gernopycckomy HomMmepy,

oUueHUTe AaTty co3aaHUA akKKkayHTa U
HaCTOPOXUTeCb OONbLUMM KONMMYEeCTBOM
noaAnMCYNKOB 3a KOPOTKOEe BpPeMHs.




DOULLKHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALMMK N CO34a0T GULLMHIOBbLIN CaWT.

Yalle Bcero 3aBnageBatoT NepCoOHabHbIMU AAHHbIMMU,
MCNOAb3YyA NoaaenbHble CTPaHMLbl 6aHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpun BXOAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT NN NPU
NOKynKe «bnnetos» Ha GULIMHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
ymncne kog ns CMC.

2TUMU AadHHbIMU 3aB/1aAeBaloT MOLWEHHUKU
N cosepuialoT XxmweHune geHexXHblX CpeacTB.

NHTepHeT-aapeca
benopycckmx opraHn3auum
pacnonaratoTca B
HaLUMOHAaNAbHOM CermeHTe
NHTepHeTa —

NOMEHHOM 30He «BY».

BCEIA NPOBEPAUTE
A1IPEC CTPAHMULLbI,
rOE BBOOUTE
NNYHbBIE AAHHDIE.



]

O 8 n

oefash2d-ibank.com

2 E] Cucrema «MHTepHeT-BankmHr: X Cucrema «MHTEPHET-BaHKMHI |

T-BAHKWHI
HTEPHET-BAHKMH

y
Elf_!ﬂ MHETpyKLMA Online- HacTo %
yepea MCH N EIOBATEN PEMMCTRALMA 3dnaB3eMEe
BOMPOCH

BXO[ 8

CHCTCMY

- —

W e napurh?

¥isa Extra

C eaprosend Visa
Benapycfiaska mosno
nomyanTs 10 pyb. Ha

REYTIEE B QLTI
METRIMHER

Yeawaembie knueHTl, GyasTe GouTenbHE!

Bxog B cucTemy alnTepHeT-BaHKWHIS SCYILECTRARANTE ¢
odvyHansHore cadTa Gadxa, He NepexXoguTe No NOQOIPUTENEHEIM

v | Denapychasa

>O & nttps://asb24-ibank.com
s 1A

35 17 2105431 https://asb24-ibank.com

=

(BPTE K08
soasn CMGC-rog

Axijan!

B Boneiwnd rearp oo
CRMIKDA No Kapre Visa »

MHTepHeT-agpec
ocbumanbHOM
CTpaHMULUbI
https://ibank.asb.by/



NMNoJiIb3YUCH BE3OINACHO

https:// 6aHk
https:// AoctaBKa

YMPABJIEHVE
Nno NPOTUBOAENCTBUIO

YBA BUTEBCKOIo
OBJINCMOJIKOMA

Monb3yitTtecb MOGMIbHBIMU NPUNOXKEHUAMU GAHKA

Mepexoaute B MHTEPHET-6AHKUHT TONLKO € 0DULMANBHOIO CaUTa
GELC)

MpoBepsitTe appec MHTEpHET-OAHKMHIA B aAPECHOM CTPOKEe, MeXAY
nocneaHen TOMKOM M NepBOii HAKNOHHOM YepPTOMN AOKHO ObITb

TonbKo TaK .by/

AKTUBUpYITE Ha KapTe, UCNONb3yeMOM ANA OHNAWUH-NNATEXEHN,
yenyry 3-D Secure (noaTeepxaeHue nnarexen SMS-konom)

He nepexoanure B MHTepHET-GaHKMHr Nno CCbiINNKaM B MOUCKOBbIX
CUCTEMaX

He ucnonb3yitte SMS-koabl oT 6aHKa U KoA C 060POTHOI CTOPOHDI
KapTbl ANS NOJly4eHUs AEeHEXHbIX CPeacTB

He nepexoauTte no ccbinkam U3 COOOLLEHMI ANA [OCTYNA K
MHTEPHET-6QHKMHIY U UHbIM CEpPBUCAaM WM YC/Iyram




[eHexHble nepeBoAbl

MolweHHuKM nog
pasnn4yHbIMK Npeanoramm
“BbITArMBAOT” U3 XKEPTB
AEHbIN.

PenkKoBble Mara3uHbl
npegnaratoT NepeBecTun
npegonnaTy 3a ToBap Ha
cyet unu bBIK.

Koobl s coobwweHumn

UundpoBbie koabl n3
CMC B COBOKYNHOCTU C
ApyrmmMn gaHHbIMU
npenoCTaBnsaoT JOCTYN
K cepBucam 1, B
HEeKOTOPbIX Cryyasix,
AaloT BO3MOXHOCTb

0POPMUTb OHJTaNH-

KpeawuT.

JInyHbIe gaHHbIe

OrpaHunykTe
pacnpocTpaHeHue
JINYHbIX AAHHbIX
MoLUEHHMKN UCnonb3yroT
HeMnpoceTn 1 cosgaroT
ann-penkn (ronocosble

U BUAEON306paKeHUs).

OGnayHble naponu

I

p—
K pa3HbIM cepBucam

pa3Hblie naponu
CocTtaB napons
MeHenxep naponen

O6nayHble naponum
(aByxdpakTopHas
ayTeHTudukaumsa) K
cepBucam.
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WUnbs Q 'a

TpeHA PacnpoCTPAHAETCA B MOJIOAEKHON KMBepcpee. [

OTBETCTBEHHOCTD

CyTb CXeMb

He Mano .51

Ecnn c 16 nnu 18 10 HOpM

3akato4aeTca B TOM, YTobbl co34aTb
HebnaronpmATHYO 0OCTAHOBKY rocopraHam,
HapPYLWUTb PEXUM UX PAabOTbl NI OTOMCTUTL
cBoemy obna4vmnKy, co3nas Ana Hero npobaemol
C NPAaBOOXPAHUTENbHbIMU OpPraHamu.

>

OTBeTCTBEHHOCTb HAcTynaert ¢ 14 ner
U npeaycmaTtpuBaeT BNAOTb A0 7 ner
nuuweHusa ceoboapbl.

WUnbs 3
Ecnw ¢ 16 unm 18 To HOpM

Ho 7 net 16:52

C 14 16:55

HanucaHo 7 net ato MakCUMyM ;.55

MUHUMYM WITPAD 1555



Aponbl — oAy, npeaocTasasoLLmne
cBon BAHKOBCKME PEeKBU3UTbI AR
TOro, YTobbl Yepes nx
NPOMEXKYTOYHbIE cYeTa NPOBOAUNNUCH
NOXULLEHHbIE AEHbIN,

na noncka A4pornoB MOWEHHUKHA
pPa3mMelatoT pa3/iMvHbIE
06bABNEHMA C BaKaHCUAMM.

OTBETCTBEHHOCTb 33 npoucxoxageHume
npoweawnx rno 6aHKOBCKUM cyeTam
AeHer HeECYT B/1adEe/ibUbl TAKUX CHETOB.

Cratben 222 YK
npeaycCMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

NvweHus ceoboapl.

Mropb 3yes

MMHWCTEPCTBO TPYAA M CoLMa...
=== % BHUMaH1e, MOLUEHHNYECKA...

Onnatum cpasy Ha pyku nocne
BbINONHEHWA pabotbl

3apnanata 8000 py6nen

Hy>kHbl ntogwn ana pacnakoeku
TEXHWKW B HOBOM runepmapkete,
Mucatb B J1IC no nosoay

pa6otbl MuUwmTe

cropa.@

Deleted Account

Liudpposana rpaMoTHOCTb
BukTopuHa
CpO4YHO HYXXHbI NKOAM Ha
BakaHcuo "TalHbIW NokynaTens"
crtaBka 75K B mecsau. MNucatb
croga.@

Ownana KypguHa

CEB{ Lindposan rpamoTHOCTD

My MowweHHUYecKue cxembl C UC...
Hy>XHbl NtoaM ANs peknambl.
Onnata ot 50 000 B MmecaL,
MuwwuTe cropa:(@

TxeDcVI cpr

Lindposan rpaMoTHOCTD
BuUKTOpUHAa

Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHoOM
onnato# Tpyaa. Nucatb
croga:@

NaNa Suliman Y= i@l

MWHUCTEPCTEBO TPyAa 1 CouMa...
=== % BHUMaHWe, MOLIEHHWUYECKA...

Hy>XHbl yNM4HbIE
dotorpadsbl, onnara 300-500
pybnen 3a doTo. MNucatb

cropa:(@

\, .::I._'-—" —— S . L s S = =Y - o i . ﬁ
¥ Deleted Account B%\

MWHUCTEPCTBO TPYAa M CouMa...
=== % BHUMaHWe, MOLIEHHWYEeCKa...

CPOYHO HA MAPY YACOB
3¢ 3A 3 HACA 5.000 TblCAY
HA PYKW 5¢ NMJTATUM CPA3Y
Mo OKOHYAHWIO CMEHbI &
Muwwnte! - @




OMEPALUUU C KPUNTOBATIOTOMU

[lopAaoK oCcyLeCcTBNeHUs

PA3PE|.|.| EHO CAEeNOK C KpUNTOBaNOTOM onpeaenet

‘ YKka3om lNpe3unpeHTta o1 17.09.2024 Ne367
MokynaTb ToKeHbl (KpUATOBAMOTY) 33 «O06 06paLLeHn LMdPOBbIX 3HAKOB (TOKEHOB)»
[ieHeXXHble CPeACTBa TOMbKO Ha

H6enopycckmnx KpuntTobumprKkax, ABNAOLLNXCS
pe3naeHTamm MNapKa BbICOKUX TEXHONOTUA.

O6meHMBaTb TOKEHbI Ha APYrue TOKeHbl Ha
Ntobbix KpuntTonnatdopmax 6e3 orpaHUYEHUN.

3AMNPELLEHO

[MoKynaTb MK NPoAaBaTh TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACTBa
Ha MHOCTPAHHbIX KPUNTOBMPrKaX

Ny GU3NUYECKUX TNLL.




byabte 6amnTenbHbl!
‘ JTU 3HAaHUA NOMOTYT Bam
COXPAaHUTb BaWu AeHbrn!

[ MaBHOEe yrnpaBneHue

No NPOTUBOAENCTBUIO KNOEepnpeCcTynHOCTH
KPUMMHASTbHON MUNULN

MB/[, Pecnyonukn benapycsb.




